Permutations over F 2 2k with low differential uniform, high algebraic degree and high nonlinearity are of great cryptographical importance since they can be chosen as the substitution boxes (S-boxes) for many block ciphers. A well known example is that the Advanced Encryption Standard (AES) chooses a differentially 4-uniform permutation, the multiplicative inverse function, as its S-box. In this paper, we present a new construction of differentially 4-uniformity permutations over even characteristic finite fields and obtain many new CCZ-inequivalent functions. All the functions are switching neighbors in the narrow sense of the multiplicative inverse function and have the optimal algebraic degree and high nonlinearity.
Introduction
An S-box with n input bits and m output bits is an (n, m)-function f : F 2 n → F 2 m . For ease of implementation, they are usually chosen to be permutations over F 2 n for even integer n. The concept of differential uniformity is used to measure the ability of the function to resist the so called differential attack on the design of block encryption algorithm, which was presented by Biham and Shamir [1] . The value of differential uniformity of S-boxes should be as low as possible. It is well known that the minimal value of differential uniformity equals 2 for an (n, n)-function, and if this value is achieved, then the function is called almost perfect nonlinear (APN). Several classes of APN functions are found when n is odd (see [2, 8] and the references therein). But when n is even, only one sporadic example x 3 + T r(x 9 ) of APN permutation for n = 6 has been found in reference [7] and it is still an open problem whether there exist APN permutations for even n ≥ 8. However, S-boxes are often required to be permutations over finite fields with even characteristic for efficient software implementation. Therefore, differentially 4-uniform permutations become ideal candidates for S-boxes. For example, AES chooses the multiplicative inverse function x 2 n −2 as its S-box, which is differentially 4-uniform with optimal algebraic degree and known maximum nonlinearity. Up to now, several classes of differentially 4-uniform permutations over finite fields with even characteristic have been presented, which are listed below for the readers' convenience. 1) Gold function [9] : x 2 i +1 , where n = 2k, k is odd and gcd(n, i) = 2;
2) Kasami function [10] : x 2 2i −2 i +1 , where n = 2k, k is odd and gcd(n, i) = 2;
3) Multiplicative inverse function [16] : x −1 (as usual 0 −1 := 0), where n is even; 4) Bracken-Leander function [3] : x 2 2k +2 k +1 , where n = 4k and k is odd; 5) Binomial function [4] : αx 2 s +1 + α 2 k x 2 −k +2 k+s , where n = 3k, k even, k/2 odd, gcd(n, s) = 2, 3|k + s and α is a primitive element of F 2 n ; 6) Qu-Tan-Tan-Li function [17] : The 1st class: x −1 + T r(x + (x + 1) −1 ); The 2nd class:
, where d = 3(2 t + 1) and 2 ≤ t ≤ n/2 − 1;
7) Zha-Hu-Sun function [21] : The 1st class:
where t ∈ F 2 s , s|n, and s is even, or s = 1, 3 and n/2 is odd; The 2nd class:
1 ) = 1, s|n, s is even and n/s is odd. 8) Tang-Carlet-Tang function [19] : (x + δ T (x)) −1 , where δ T is the indicator function of the set T ⊆ F 2 2k with k ≥ 3, which satisfies (1) if x ∈ T , then x + 1 ∈ T , and
Furthermore, functions used as S-boxes should have other good cryptographic properties as well in order to resist other types of attacks. For instance, to resist the higher order differential attack [11] and linear attack [15] , the algebraic degree and nonlinearity of S-boxes should be as high as possible. It is known that for an (n, n) permutation polynomial, the highest possible degree is n − 1. However, as is mentioned in some papers (such as [17, 19] ), though the first 5 classes of functions all have the known highest nonlinearity, except the Kasami and multiplicative inverse functions, the algebraic degrees of the other 3 classes are only 2 or 3, which are too low to be used as S-boxes. Moreover, only the multiplicative inverse function exists for any even integer n. Though the multiplicative inverse function has optimal algebraic degree, and has been used as the S-box of the AES, it may also risk a threat for algebraic attacks [19] . Therefore, it is urgent to find more classes of differentially 4-uniform permutations, which have high nonlinearity and algebraic degree simultaneously.
A powerful secondary construction method called switching method was presented to obtain new APN functions by changing some of the coordinate functions of a given function. For instance, the famous APN function x 3 + T r(x 9 ) was obtained via changing one of the coordinate function of the Kasami function. Besides, this method can be used to construct cryptographic significant differentially 4-uniform permutations as well (see [17, 19, 20, 21] and the references therein). In [21] , the authors succeeded to construct differentially 4-uniform permutations via modifying the multiplicative inverse function on some subfield of F 2 n . In [17] , it was proved that given a so called preferred function
) is a differentially 4-uniform permutation. This construction was further investigated in [18] . In [19] , the authors presented a new construction by permuting the multiplicative inverse function, which could produce many CCZ-inequivalent differentially 4-uniform permutations. The functions in these references were proved to have optimal algebraic degree and high nonlinearity. The purpose of this paper is to construct more classes of differentially 4-uniform permutations with high nonlinearity and algebraic degree for any even integer n ≥ 6, which can provide more choices for S-boxes.
In [17] , the authors obtained the roots x 1 , x 2 of a quadratic equation
= 0 given that it did have a solution, and used some properties of x 1 , x 2 to help construct differentially 4-uniform functions. In this paper, we study and get some relationships on the values T r(x) and T r 1 x+1 of these two roots. Based on that, we modify the multiplicative inverse function on some subsets of F 2 n and obtain a new construction of differentially 4-uniform permutations. Moreover, all the newly discovered functions have optimal algebraic degree and high nonlinearity.
The rest of this paper is organized as follows. In the next section we give some basic knowledge and results. In section 3 we present our new construction of differentially 4-uniform permutations. And we analyze the other cryptography of the new functions in Section 4. Finally, Section 5 concludes the paper.
Preliminaries
An (n, n)-function F : F 2 n → F 2 n can be uniquely represented as a polynomial
We denote the algebraic degree of F by deg(F ), which is defined to be the maximum 2-weight of i (i.e., the number of 1's in the 2-adic representation of i) such that a i = 0. F is called an affine function if deg(F ) ≤ 1. It is well known that deg(F ) ≤ n − 1 when F is a permutation over F 2 n . And if the equality holds, we say F has optimal algebraic degree.
Let T r n k (x) be the trace map from F 2 n to its subfield
x 2 ik . And the absolute trace function (k = 1) is denoted by T r(x) for simplicity.
For an (n, n)-function F , its Walsh transform is defined by
And the multisets
2 n * } are called Walsh spectrum and extended Walsh spectrum of F . The nonlinearity of F , denoted by NL(F ), is related to its extended Walsh spectrum:
When n is odd, it has been proved that NL(F ) ≤ 2 n−1 −2 n−1 2 ; and when n is even, 2
is the maximum known nonlinearity, and it is conjectured that NL(
It is well known that the inverse function has the known maximum nonlinearity. Particularly, its Walsh spectrum is characterized by the following lemma.
Lemma 2.1. [12] For any positive integer n and any (a, b) ∈ F 2 n × F * 2 n , the value of
Now we give the definition of the differential uniformity of a function F .
2 n ×F 2 n * } is called the differential spectrum of F , and the maximum value δ of this set is called the differential uniformity of F , or call F differentially δ-uniform.
Particularly, F is called almost perfect nonlinear (APN) if δ = 2. Note that the possible minimum value of δ equals 2 when n is even, since both or neither x and x + a are solutions of
Dillon proposed the switching method to obtain differentially low uniform functions from the known ones [6] . Some new APN functions were found following this method [5, 8] . For a permutation F of F 2 n and ν ∈ F 2 n , the functions with the form F (x) + νf (x), where f is a Boolean function (that is, an (n, 1)-function), are called switching neighbors of F in the narrow sense. Recently, some new differentially 4-uniform permutations were found in the switching neighbors of the multiplicative inverse function in the narrow sense. For instance, the Qu-Tan-Tan-Li function [17] , the compositional inverse of the Tang-Carlet-Tang function [19] and the first class of the Zha-Hu-Sun function [21] listed before are all of this type. In this paper, we shall present a new class of such differentially 4-uniform permutations.
Let F, G be two (n, n)-functions. F and G are called to be extended 
It is well known that EA equivalence implies CCZ equivalence, but not for the converse. Moreover, CCZ equivalence and EA equivalence preserve the extended Walsh spectrum and the differential spectrum, and EA equivalence also preserves the algebraic degree when n ≥ 2.
For a permutation G :
where id represents the identity mapping on F 2 n . And it has been proved that G and F are CCZ-equivalent.
Below we present some lemmas which are needed in the sequel.
Lemma 2.3.[14]
Let n be a positive integer. For any a, b, c ∈ F 2 n , ab = 0, the equation
has 2 solutions in F 2 n if and only if tr
= 0 if and only if there exists some
2 n , then the equation
has two roots
where ω ∈ F 2 n with order 3.
New differentially 4-uniform permutations
Let n ≥ 6 be an even integer and V ⊆ F 2 n be a union of some pairs of elements x and x x+1 such that T r(x) = T r 1 x+1 = 1 (here V can be empty).
and U = V ∪ W . Define an (n, n)-function G on F 2 n as follows:
Then the function G can be written as G(x) = x −1 + δ U (x), where
Note that we have 1
, x = 0 and thus
then it is easy to see that
∈ U for any x ∈ U. Hence ϕ permutes U and F 2 n \ U respectively. Therefore, ϕ(x) is a permutation over F 2 n , and thus G(x) = ϕ(x) −1 is also a permutation over F 2 n . This completes the proof.
Denote by V M the union of all possible sets V , which is the largest such set. Then it is clear that
which is a translation of the 1st class function in [17] .
is the compositional inverse of some function constructed by [19] . Now we consider the differentially uniformity of function G. For any (a, b) ∈ F * 2 n ×F 2 n , the equation
is equivalent to the following two cases:
Case 1: Both or neither of x and x + a belong to U. In this case we get
Case 2: Exactly one of x and x + a belongs to U. In this case we get
Moreover, if x = 0, a, then Equation (2) is equivalent to
and Equation (3) is equivalent to
To prove that the function G(x) = x −1 + δ U (x) is differentially 4-uniform, we need the following results. for some α ∈ F 2 n , i.e.,
Proof. On the one hand, for any = T r 1+α+α
where the last identity is due to n being even and Lemma 2.4. So the left hand side set is contained in the right hand side set.
On the other hand, note that both sets must have the same number of elements, i.e. 2 n−1 , since the mapping x + x −1 : F 2 n → F 2 n is 2-to-1. Hence the two sets must be the same. This completes the proof. For (2), one computes
where the second identity is based on
This completes the proof. Now we give our main result. = 0, and thus Equation (5) has two roots. Moreover, by Lemma 2.4 there exists some α ∈ F * 2 n such that
According to Lemma 2.5, the two roots of Equation (5) are exactly
where ω ∈ F 2 n with order 3. By Proposition 3.5 we have
= 0, and T r(x 1 )+T r(x 2 ) = T r(b −1 ) = T r(a) = 0.
As a result, we get T r(x 1 ) = T r(x 2 ), thus x 1 and x 2 are not solutions of Case 2. In fact, if T r(x 1 ) = T r(x 2 ) = 0, then both x 1 and x 2 belong to U. While if T r(x 1 ) = T r(x 2 ) = 1, then neither of x 1 and x 2 belongs to U. When ab = 1, then Equations (2) and (3) are equivalent to Equations (4) and (5). Therefore, Equation (1) has at most 4 solutions, since the sum of numbers of solutions of Equations (4) and (5) is at most 4.
Secondly, suppose a ∈ U. When a(b + 1) = 1, then 0, a are two solutions of Case 2, and Case 2 has at most 4 solutions. In Case 1, Equation (2) is equivalent to Equation (4), we have
or equivalently
If T r = 0, then Equation (4) has two roots, and it holds T r(a) = 1, since a ∈ W .
Moreover, by Lemma 2.4 there exists some α ∈ F * 2 n such that
According to Lemma 2.5, the two roots of Equation (4) are exactly
Again from Proposition 3.5 we can get
= 0, and also T r(x 1 ) + T r(x 2 ) = T r((b + 1) −1 ) = T r(a) = 1.
As a result, one has T r(x 1 ) = T r(x 2 ) + 1, which indicates that exactly one of x 1 and x 2 belongs to U, hence x 1 and x 2 are not solutions of Case 1. Therefore, Equation (1) has at most 4 solutions. When a(b+1) = 1, then Equations (2) and (3) are equivalent to Equations (4) and (5). Therefore, Equation (1) has at most 4 solutions, since the sum of numbers of solutions of Equations (4) and (5) is at most 4.
Other Cryptographic Properties

Enumeration
First we give the following estimation on |V M | and |W |, the cardinality of the sets V M and W . Proposition 4.1. For even n ≥ 6, we have 2
Proof. On the one hand, note that both T r(x) and T r((x + 1) −1 ) are balanced Boolean functions, then we immediately get |V M | = |W |, since for any two balanced Boolean functions f, g : F 2 n → F 2 , it holds wt(f g) = wt((f + 1)(g + 1)), where wt(f ) represents the Hamming weight of f .
On the other hand, we have
and by Lemma 2.1, one gets that | x∈F 2 n (−1) T r(x+x −1 ) | ≤ 2 n/2+1 , or equivalently that
by changing x to x + 1. Therefore, we obtain
Combining with |V M | = |W |, then the result follows. This completes the proof.
It is obvious then from Proposition 4.1 that in our construction the cardinality of U satisfies 2 n−2 −2 n/2−1 ≤ |U| ≤ 2 n−1 + 2 n/2 . And since the size of V can be any even integer ranging from 0 to |V M |, so according to Proposition 4.1, there are at least 2 2 n−3 −2 n/2−2 different sets V , and thus there are at least 2 2 n−3 −2 n/2−2 different sets U. Moreover, in [19] the authors computed the exact numbers of sets V by computer for even integer n ranging from 6 to 20. Therefore, we can also obtain the corresponding numbers of sets U in our construction for even integer n ranging from 6 to 20, and we list them in Table 1 . 
Algebraic degree
In [17] , the authors characterized the algebraic degree of a large number of functions: Lemma 4.2. [17] Let n be an integer, and G(x) = x −1 + T r(F (x)) be a permutation over F 2 n . Then G has optimal algebraic degree, i.e. deg(F ) = n − 1.
According to Lemma 4.2, we immediately arrive at Corollary 4.3. For every even integer n ≥ 6, all the functions G in our construction have optimal algebraic degree n − 1.
Nonlinearity
It has been proved that a special class of functions all have high nonlinearity: Theorem 4.4. [17] Let n ≥ 4 be an integer, and F (x) = x −1 +f (x), where f :
is a Boolean function such that f
holds for any x ∈ F 2 n . Then we have
We can use the above theorem to obtain the following corollary.
Corollary 4.5. For every even integer n ≥ 6, all the functions G in our construction satisfy
Proof. By definition, all the functions G in our construction satisfy G(x) = x −1 + δ U (x), where δ U : F 2 n → F 2 is a Boolean function such that δ U (x) = 1 if and only if x ∈ U. Besides, we have proved that the set U satisfies
, for any x ∈ F 2 n , and thus the result follows by Theorem 4.4.
We define two subsets of
In what follows, we will give some improved lower bounds for the special cases V = V 0 , V 1 and ∅ respectively.
We need the following results:
Lemma 4.6. [19] For any positive integer n, any b ∈ F 2 n and any Boolean function f defined on F 2 n , it holds
where c ∈ F 2 .
Lemma 4.7.
[17] For any positive integer n and any (a, b) ∈ F 2 n × F * 2 n , it holds
Lemma 4.8. For any even integer n and any (a, b) ∈ F * 2 n × F * 2 n , it holds
where c ∈ F 2 . Proof. For any fixed (a, b) ∈ F * 2 n × F * 2 n , by Lemma 4.6, we have
+1 (by Lemmas 4.7 and 2.1 resp.)
This completes the proof.
Let V = V 0 , then the function in our construction is
.
And we have
Theorem 4.9. For every even integer n ≥ 6, it holds
Proof. It suffices to show that
, by Lemma 2.1. Else if T r(b) = 1, we get This completes the proof.
When V = V 1 , the function in our construction is
And similar to the case V = V 0 , we can get the following lower bound for NL(G 2 ).
Theorem 4.10. For every even integer n ≥ 6, it holds
When V = ∅, the function in our construction is
primitive element of F 2 6 in Magma version 2.19-10, NL be the nonlinearity of a function, and [a, b, c] be the differential spectrum of a function, which means that 0 appears a times, 2 appears b times and 4 appears c times respectively. Comparing with Table 3 of [19] , one can find that among these 13 classes of functions in Table 2 , the nonlinearity and differential spectrum of 6 classes of them (with *) are different from those in [19] , which indicates that they are CCZ-inequivalent to the functions constructed by [19] . [19] , three special classes of differentially 4-uniform permutations F 1 , F 2 and F 3 were identified and proved to be CCZ-inequivalent to known differentially 4-uniform power functions and to quadratic functions, where For our three special subclasses G 1 , G 2 and G 3 , we have also computed their differential spectrum for small n = 6, 8, 10 and compared with that of G M constructed by [17] (see Remark 3.2), and functions F 1 , F 2 , F 3 . Although they are constructed by permuting the multiplicative inverse functions, the differential spectrum is different. The computational results are listed in Table 3 . We also list the lower bounds on nonlinearity of these functions in Table 4 , where the last row is the known maximum values of the nonlinearity. Table 4 : Lower bounds for nonlinearity and exact values for small n (the last row is the known maximum nonlinearity)
Functions
Lower bounds n = 6 n = 8 n = 10 n = 12 
Conclusion
In this paper we presented a new construction of differentially 4-uniform permutations for any even n ≥ 6, which gives many new CCZ-inequivalent functions. We also deduced a lower bound on the nonlinearity of our functions, and three improved lower bounds for three infinite subclasses.
